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Abstract

The increasing heterogeneity, virtualization, and service diversity of sixth-generation (6G) communication networks
require autonomous mechanisms capable of detecting failures, identifying their causes, and restoring affected services
with minimal human intervention. Conventional network management approaches generally depend on predefined
rules and human-operated recovery procedures, which may be inadequate for highly dynamic and distributed 6G
environments. This paper proposes an Agentic AI-Driven Self-Healing Communication Network framework for
autonomous 6G service restoration. The proposed architecture integrates continuous network telemetry, artificial
intelligence-based anomaly detection, root-cause analysis, agentic decision-making, and closed-loop service
restoration within a unified control framework. An intelligent agent observes network states and service-level
indicators, evaluates detected faults, selects appropriate recovery actions, and coordinates network reconfiguration
through programmable control interfaces. Reinforcement learning is considered for adaptive restoration-policy
selection, while predictive analytics supports proactive fault identification. The framework can incorporate network
slicing, Open RAN, edge computing, and network digital twins to improve restoration flexibility and reduce service
disruption. A simulation-based evaluation is proposed using service availability, fault detection accuracy, restoration
time, packet loss, latency, throughput, resource utilization, and successful recovery rate as key performance
indicators. The proposed approach aims to demonstrate how agentic intelligence can transform conventional reactive
network management into an autonomous observe—reason—act—verify—learn cycle for resilient 6G service delivery.

Keywords; Agentic AI, 6G Networks, Self-Healing Networks, Autonomous Network Management, Service Restoration,
Artificial Intelligence, Reinforcement Learning, Network Slicing, Open RAN, Anomaly Detection, Root-Cause
Analysis, Closed-Loop Automation, Network Resilience, Network Digital Twin, Zero-Touch Networking.

1. Introduction
The evolution toward sixth-generation (6G)

and creates a requirement for network management
mechanisms capable of detecting degradation,

communication networks is expected to introduce
highly heterogeneous services, distributed computing
resources, intelligent radio access networks, network
slicing, integrated sensing, and increasingly
autonomous network operations. Unlike earlier
generations, future networks will need to support
services with substantially different latency,
reliability, throughput, and resource requirements
while operating across dynamically changing physical
and virtual infrastructures. Such complexity makes
continuous human supervision increasingly difficult
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reasoning about its causes, and initiating appropriate
recovery actions autonomously. The vision of 6G
therefore extends beyond higher communication
capacity toward intelligent, adaptive, and service-
aware network infrastructures [1]-[3].

Artificial intelligence and machine learning have
already demonstrated their potential for network
optimization, traffic prediction, resource allocation,
anomaly detection, and radio resource management.
Deep learning techniques can extract complex
relationships from large volumes of network
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Artificial intelligence and machine learning have
already demonstrated their potential for network
optimization, traffic prediction, resource allocation,
anomaly detection, and radio resource management.
Deep learning techniques can extract complex
relationships from large volumes of network
measurements and have consequently become an
important component of intelligent wireless-network
management [4]. However, many existing Al-based
approaches remain focused on individual optimization
problems or predefined decision tasks. Self-organizing
network research has progressively introduced
machine learning into network management, but
conventional approaches can still depend heavily on
predefined rules, manually engineered policies, or
centralized decision mechanisms [5], [6]. Such
limitations become more significant when failures
occur simultaneously across different network
domains.

The concept of zero-touch network management
provides an important step toward reducing manual
intervention by creating automated monitoring,
analysis, decision-making, and execution loops. Zero-
touch management aims to transform network
operations from manually configured procedures into
automated closed-loop processes capable of
responding to changing network conditions [7], [8].
Al-driven closed-loop automation similarly extends
the traditional monitor—analyze—plan—execute
paradigm by introducing machine learning into
network orchestration and service management [9].
Nevertheless, conventional closed-loop automation
generally performs predefined optimization or
recovery tasks and may have limited capability to
reason over complex multi-domain situations in which
several possible recovery actions can produce
different service-level consequences.

Agentic artificial intelligence introduces a further
evolution by allowing intelligent software agents to
observe their environment, interpret contextual
information, reason over alternative actions, interact
with external tools, execute selected operations, and
evaluate the resulting state. Recent research on agentic
Al-native 6G networks has proposed policy-governed
reasoning entities positioned above deterministic
communication infrastructure, highlighting the
potential of agents to provide higher-level reasoning
while maintaining controlled network execution [28].
Similarly, recent work on LLM-driven agentic
reinforcement learning demonstrates the potential for
combining semantic reasoning with adaptive network
control in zero-touch 5G/6G environments [29]. These
developments suggest that agentic intelligence can
complement conventional  optimization-oriented
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network management by introducing contextual
reasoning and adaptive decision-making.

Despite these advances, autonomous service
restoration remains an important research problem. A
practical self-healing mechanism must not simply
detect that a failure has occurred; it must determine the
affected service, identify the probable root cause,
estimate the consequences of candidate recovery
actions, select a safe intervention, execute the
intervention through appropriate network-control
mechanisms, and subsequently verify whether service
quality has been restored. This requirement motivates
the development of an integrated Agentic AI-Driven
Self-Healing Communication Network in which
anomaly detection, root-cause analysis, agentic
reasoning, recovery planning, network
reconfiguration, and post-recovery verification
operate as a continuous closed loop.

The objective of this research is therefore to develop a
framework for autonomous 6G service restoration
based on an observe—reason—act—verify—learn cycle.
The proposed approach considers network telemetry,
anomaly detection, root-cause analysis, agent-based
recovery decisions, reinforcement-learning-assisted
policy selection, and programmable network control.
Network slicing, Open RAN, edge computing, and
network digital twins are considered as supporting
technologies for creating a flexible environment for
autonomous recovery. The proposed framework is
evaluated using service availability, fault-detection
accuracy, root-cause identification, restoration time,
packet loss, latency, throughput, resource utilization,
and successful recovery rate. The central contribution
is the integration of these capabilities into a unified
self-healing framework rather than treating fault
detection and network optimization as isolated tasks.

2. Literature Review

Moysen and Giupponi examined the transition from
conventional network management toward machine-
learning-assisted ~ self-organized networks and
demonstrated how learning techniques can support
increasingly automated management functions in 5G
environments [5]. Fourati et al. subsequently reviewed
self-organizing approaches for 5G networks and
identified the importance of automation, optimization,
and intelligent decision-making for managing
increasingly complex cellular infrastructures [6].
These studies establish the foundation for autonomous
network management but primarily concentrate on
self-organization and optimization rather than agentic
reasoning for end-to-end service restoration.

El Rajab, Yang, and Shami investigated zero-touch
networks as a mechanism for achieving higher levels
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of network automation and emphasized the
importance of intelligent closed-loop management for
next-generation networks [7]. de Souza et al. provided
a broader survey of zero-touch management solutions
for 5G and 6G and demonstrated that automation must
cover monitoring, service orchestration,
configuration, optimization, and assurance functions
[8]. Boutaba et al. proposed an Al-driven closed-loop
automation vision based on an extended MAPE
framework, highlighting the role of AI/ML in
autonomous service orchestration and network
management [9]. Together, these studies demonstrate
a progression from self-organizing networks toward
closed-loop automation, but the decision process is
generally based on optimization models or predefined
management workflows rather than autonomous
reasoning agents [5]-[9].

Foukas et al. identified network slicing as a
fundamental mechanism for supporting heterogeneous
5G services through logically isolated and
independently managed network environments [11].
Caicedo Rendon, Hurtado Salazar, and Silasima
reviewed deep reinforcement learning approaches for
network-slicing  resource management  and
demonstrated the potential of learning-based methods
for dynamic resource decisions [12]. Xie et al
developed a deep reinforcement learning approach for
resource allocation in dynamic multi-tenant network
slicing, illustrating how adaptive policies can respond
to changing resource requirements [13]. Xiao et al.
further investigated reinforcement-learning-based
resource management for latency-sensitive network
slicing and demonstrated the relevance of adaptive
decision-making for stringent service requirements
[14].

These studies show that reinforcement learning can
support adaptive network management, particularly
where the network state and resource requirements
change dynamically. However, reinforcement
learning-based optimization generally focuses on
learning an action policy for a predefined problem
formulation. The proposed research extends this
concept by introducing an agentic layer capable of
combining network observations, fault context,
service requirements, candidate recovery actions, and
policy constraints before selecting a restoration
operation. This distinction is important because
service restoration requires not only optimization but
also diagnosis, contextual reasoning, action validation,
and verification.

Research on Al-enabled O-RAN has investigated
machine learning for network anomaly detection and
intelligent control, demonstrating the potential of open
and programmable RAN architectures for introducing
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data-driven network intelligence [20]. Habler et al
further examined adversarial machine-learning threats
in O-RAN, showing that intelligent network-control
mechanisms must incorporate security and trust
considerations alongside performance optimization
[21]. Open experimental O-RAN platforms have also
demonstrated  the  importance of  practical
environments for evaluating Al-enabled monitoring
and control mechanisms [22]. These developments are
relevant to self-healing because programmable
network interfaces can provide the execution
mechanisms required by an autonomous recovery
agent.

Wu, Huang, and Luan proposed an Al-native network
digital-twin direction for intelligent 6G management,
while Wang et al. investigated a task-driven approach
to Al-native 6G architecture [24], [25]. Such
architectures can provide an abstract representation of
network state and enable intelligent systems to
evaluate possible configurations before applying
changes to the operational network. More recently,
Ferrag, Lakas, and Debbah proposed an agentic Al-
native 6G architecture in which LLM-based agents
operate as bounded and policy-governed reasoning
entities over deterministic network infrastructure [28].
Kamarajapandian et al. subsequently demonstrated an
LLM-driven agentic reinforcement-learning approach
for zero-touch 5G/6G and IoT networking, combining
semantic intent interpretation with adaptive multi-
agent control [29]. These recent contributions
establish the emerging role of agentic intelligence in
future networks but leave significant scope for
specialized investigation of autonomous fault
diagnosis and service restoration.

Research Gap

The reviewed literature demonstrates substantial
progress in self-organizing networks, zero-touch
management, reinforcement-learning-based
optimization, O-RAN intelligence, digital twins, and
agentic Al. However, these research directions are
frequently investigated independently. A unified
framework that explicitly connects network
telemetry — anomaly detection — root-cause
analysis — agentic reasoning — recovery-action
selection — programmable execution — service
verification — policy learning remains an important
research opportunity. The proposed work addresses
this gap by treating service restoration as an agentic
closed-loop decision problem rather than only as an
anomaly-detection or resource-optimization problem.
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3. Research Problem, Objectives And
Contributions

Research Problem
The increasing complexity of 6G networks is expected
to make conventional network operation and
maintenance increasingly difficult. Future networks
will combine heterogeneous radio technologies,
distributed edge and cloud resources, network slicing,
virtualized network functions, programmable RAN
components, and dynamically changing service
requirements. A failure in one component can
consequently affect several dependent services. For
example, degradation of a transport link can increase
latency in multiple slices, while failure of an edge node
can cause service migration, resource redistribution,
and congestion in neighboring nodes.
Conventional fault-management mechanisms
generally operate through predefined thresholds,
alarms, and manually designed recovery procedures.
Although these approaches are effective for known
and relatively isolated failures, they become less
suitable when network conditions change dynamically
or when several faults occur simultaneously. Al-
driven closed-loop management has therefore
emerged as an important direction for reducing human
intervention and enabling automated network
operation.
The central problem addressed in this study is the
development of an autonomous mechanism that can
detect a network abnormality, determine its probable
cause, understand the affected service, select an
appropriate recovery action, execute that action, and
verify the resulting network condition. The problem is
more complex than simple anomaly classification
because different faults may require different recovery
strategies depending on network topology, service-
level requirements, resource availability, and
operational policies.
The proposed approach treats self-healing as a
sequential decision problem. Instead of allowing an Al
model to directly modify network infrastructure, the
system introduces a controlled agentic layer between
network intelligence and network execution. The
agent receives network observations, generates a
diagnosis and recovery plan, evaluates candidate
actions, and passes an approved action to the
orchestration layer. Following execution, the resulting
network state is returned to the agent for verification
and subsequent learning.
Research Objectives and Contributions
The main objective is to develop and evaluate an
Agentic Al-driven closed-loop architecture for
autonomous 6G service restoration. The specific
contributions are:
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1. A multi-layer architecture integrating
telemetry, anomaly detection, root-cause
analysis, agentic reasoning, recovery
planning, orchestration, and verification.

2. An agent state—action framework for
representing network conditions and possible
restoration operations.

3. A policy-constrained recovery mechanism
that prevents unrestricted Al-generated
network actions.

4. Integration of reinforcement learning for
adaptive recovery-policy selection.

5. A fault-injection-based simulation
methodology covering RAN, transport, core,
and service-slice failures.

6. A comparative evaluation against rule-based,
conventional ML-based, and reinforcement-
learning-based approaches.

7. A performance framework based on
detection accuracy, restoration time, service
availability, packet loss, latency, throughput,
resource utilization, and recovery success
rate.

4. Proposed Agentic Ai-Driven Self-Healing
Architecture

Overall Architecture
The proposed architecture consists of six functional
layers: network infrastructure, telemetry and
observability, intelligent analytics, agentic reasoning,
orchestration and control, and service verification.
The infrastructure layer represents the physical and
virtual components of the 6G environment, including
user equipment, radio access nodes, transport links,
edge servers, core network functions, cloud resources,
and logical network slices. The telemetry layer
continuously collects performance indicators such as
latency, throughput, packet-loss rate, CPU utilization,
memory utilization, radio quality, link availability, and
service-level indicators.
The analytics layer processes these measurements and
identifies deviations from expected operating
conditions. Anomaly detection is followed by root-
cause analysis so that the system does not immediately
interpret every abnormal measurement as an
independent failure. Correlation between network
elements, topology information, service dependencies,
and historical events is used to estimate the most
probable fault source.
The agentic layer represents the main intelligence of
the proposed framework. It receives the detected fault,
network context, service requirements, available
resources, historical recovery information, and
applicable operational policies. It then generates
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candidate recovery actions and evaluates them
according to expected restoration benefit, resource
cost, risk, and policy constraints.

6G User Devices

Radio Access Network (Open RAN)
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Figure 1 — Proposed Agentic Al-Driven Self-Healing 6G Network Architecture

The orchestration layer converts the selected decision
into executable network operations. Depending on the
fault, the action may involve rerouting traffic,
reallocating resources, migrating a virtual network
function, modifying a network slice, reconfiguring a
RAN component, isolating a failed component, or
restarting a service instance.

Finally, the verification layer compares the post-action
network state with predefined service-level objectives.
If the service has recovered, the event is recorded as a
successful restoration. If the required service condition
has not been achieved, the agent can select an
alternative recovery action or initiate a controlled
rollback.

This architecture follows the broader evolution from
Al-assisted management toward autonomous
networks. Current research increasingly combines Al
agents, digital twins, observability, and closed-loop
control to support self-management and self-healing.

Functional Operation of the Proposed Framework

The operation begins with continuous collection of
network telemetry. The monitoring system calculates
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short-term and long-term indicators and compares
current measurements against learned network
behavior. When an abnormal condition is detected, the
system creates a fault event containing the affected
component, timestamp, observed indicators, severity,
and associated services.

The event is then passed to the diagnostic module. The
diagnostic module correlates multiple measurements
rather than relying on a single threshold. For example,
simultaneous increases in latency, packet loss, and
transport-link utilization may indicate congestion or
link degradation, whereas a sudden disappearance of
telemetry from a network function may indicate
component failure.

The agent subsequently builds a contextual
representation of the event. This representation
includes the current network state, affected service,
fault confidence, available resources, previous
recovery attempts, and permissible actions. Candidate
recovery actions are generated and ranked. Before
execution, each action is checked against predefined
policies relating to service priority, resource
availability, security, and operational constraints.
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After execution, the monitoring system observes the
network again. Restoration is considered successful
only when the relevant service-level indicators return
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to acceptable ranges for a specified observation
period. This prevents temporary improvement from
being incorrectly classified as successful recovery.

1. Monitor
Collect real-time network

telemetry and service KPls

Pl

7. Learn

Update models and
policies from outcomes

1
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Check service restoration
and SLA compliance
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actions via programmable
interfaces

!

Engine

N\

2. Detect

Identify abnormal
behaviour

¥

3. Diagnose
Determine root cause
and impacted services

4, Reason

Evaluate candidate
actions using policies
and learned models

Agentic Al
Self-Healing

Figure 2 — Closed-Loop Agentic Al Framework for Autonomous Fault Recovery

5. Agentic A1 Model And Decision Framework
Network State, Actions and Reward Model
The agent represents the network using a state vector:

St = [Lt,Pt,Tt,Ut,At,Qt,Ft,Rt]

where L; represents latency, P; packet loss,T;
throughput, U; resource utilization, A; service
availability, Q; quality indicators, F; fault information,
and R, available recovery resources at time t.
The action space contains possible restoration
operations:

A= {aj, a2,.......... ,an}

where actions may include rerouting, resource scaling,
slice modification, service migration, component
isolation, function restart, or traffic redistribution.

A recovery reward can be represented as:

Rf = WlAA - W2Tr - W3Pl - W4Cr - WSRS
where ~ AA represents improvement in service

availability, T, is restoration time, P is packet loss, C;
is resource cost, and R represents recovery risk. The
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weights wi,....ws determine the relative importance of
these factors.

This formulation allows the system to favor recovery
actions that restore service rapidly while avoiding
unnecessary resource consumption or risky network
changes.

Agentic Reasoning and Policy Validation

The agentic component differs from a conventional
classifier because its output is not restricted to a fault
label. It must construct a recovery plan from the
observed network state. A typical reasoning sequence
is:

Fault detected — affected services identified —
probable cause estimated — candidate actions
generated — actions evaluated — policy
constraints checked — action executed — result
verified.

For safety, the agent is not given unrestricted authority
over the network. Candidate actions pass through a
policy-validation layer. Actions violating predefined
resource, security, service, or operational constraints
are rejected before execution. This governed-
autonomy approach is particularly important because
recent work emphasizes that autonomous network
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agents need controlled interfaces and verification
rather than unrestricted Al control.

6. Self-Healing Service Restoration Workflow

Fault Detection and Root-Cause Analysis

The monitoring system collects telemetry at regular
intervals and creates time-windowed observations.
Anomaly detection can be implemented using
supervised or unsupervised machine-learning
techniques depending on the availability of labelled
fault data. The output is a fault score:

Fs=f(Xp)

where X; represents the current telemetry vector.
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If the score exceeds the defined threshold, the event is
passed to root-cause analysis. Rather than examining
individual KPIs independently, the diagnostic stage
considers temporal correlations and dependencies
between network components. This is particularly
important for cascading failures in which a primary
failure generates several secondary abnormalities.
For example, failure of a transport link can cause
packet loss, increased latency, queue buildup, and
service degradation at multiple network functions. A
simple threshold-based system could classify these as
several unrelated problems, whereas the proposed
framework attempts to identify the common
underlying cause.

~
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(Collection from RAN, Transport,

Input Sources

Network KPIs

L 2
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(Correlation, topology analysis,

L 2

Fault Classification

and services)
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(Severity, timestamp,
impacted services)

>

Figure 3 — Network Fault Detection and Root-Cause Analysis Workflow

Autonomous Recovery and Verification

Once the root cause has been estimated, the agent
generates candidate recovery strategies. For a
transport-link failure, possible actions include traffic
rerouting or activation of an alternate path. For
resource exhaustion, the system may scale the affected
function or migrate workloads. For network-slice
degradation, additional resources may be assigned to
the affected slice.
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The selected action is executed through a
programmable  orchestration interface.  After
execution, the system monitors the affected service
and compares its performance with predefined
service-level objectives. If restoration is unsuccessful,
the system records the unsuccessful attempt and
evaluates another permitted action.

This produces a complete autonomous cycle:
Observe — Detect — Diagnose — Reason — Plan
— Validate — Execute — Verify — Learn.
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Figure 4 — Agentic AI-Based Autonomous Service Restoration Decision Process

7. Simulation Environment And Methodology

Simulation Configuration

A simulation environment is required to reproduce a
heterogeneous 6G network and controlled failure
conditions. The proposed experimental environment
consists of user equipment, gNBs, transport links,
edge-computing nodes, core network functions, cloud
resources, and multiple network slices.

The simulation should generate traffic corresponding
to different service classes. For example, an ultra-
reliable low-latency service can be configured with
stringent latency and packet-loss requirements, while

an enhanced mobile broadband service can be
configured with high throughput requirements.
Massive machine-type traffic can be represented
through large numbers of low-rate connected devices.
The simulation should operate in repeated episodes.
During each episode, the network initially operates
under normal conditions. A fault is then injected at a
predetermined time. The proposed agent observes the
resulting degradation and attempts to restore the
affected service. The experiment is repeated across
multiple random seeds to reduce the influence of
individual traffic patterns.
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Figure 5 — Simulated 6G Network Topology and Fault Injection Scenarios
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Table 1. Proposed Simulation Configuration

Parameter Proposed Setting

Network type 6G heterogeneous network

gNBs 6-12

Edge nodes 3-6

Core functions 5-10

Network slices 3

User devices 100-500

Simulation duration | 300-900 s
Telemetry interval | 1s

Fault injection Controlled

Recovery approaches | 4

Evaluation episodes

>30 per scenario

Primary objective

Service restoration

7.2 Fault Injection and Baseline Methods

ISSN: 3071-3358

Fault Primary Effect Candidate Recovery
gNB failure Coverage/service degradation | Traffic redistribution
Backhaul failure Packet loss/latency Rerouting

Core-function failure | Service interruption

Function restart/migration

Edge-node overload | Increased latency

Workload migration

Slice congestion SLA violation

Resource reallocation

Multiple faults

Cascading degradation

Sequential agentic recovery

Four approaches should be compared:

Method 1: Rule-based recovery

Method 2: Conventional ML-based recovery
Method 3: Deep reinforcement learning

Method 4: Proposed Agentic Al-based recovery
This comparison will make the experimental
contribution much stronger than comparing only two
algorithms.

8. Experimental Scenarios
Single-Fault Experiments
Single-fault experiments establish the basic recovery
capability of the proposed framework. Each
experiment begins with a stable network condition,
followed by injection of one fault. The fault is
maintained until the recovery mechanism responds or
the maximum experiment duration is reached.
The principal measurements are fault-detection time,
diagnosis accuracy, decision latency, restoration time,
packet loss during recovery, and final service
availability.
Multiple and Cascading Faults
Multiple-fault experiments represent more realistic
operating conditions. Two or more faults are
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introduced either simultaneously or sequentially. For
example, a transport-link failure may be followed by
edge-node overload.

These experiments are particularly important for
evaluating agentic reasoning because the optimal
recovery action for one failure may influence the
impact of another failure. The agent must therefore
evaluate the network state globally rather than treating
each alarm as an isolated event.

9. Results And Performance Analysis
Fault Detection and Diagnosis

Fault-detection performance should be evaluated
using accuracy, precision, recall, Fl-score, false-
positive rate, and detection latency. Root-cause
analysis should additionally be evaluated using root-
cause identification accuracy.

A confusion matrix can be used to determine whether
the system correctly distinguishes between gNB
failure, transport failure, congestion, resource
exhaustion, and service-slice degradation.
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Figure 6 — Comparative Evaluation Framework for Autonomous Service Restoration
Table 2. Recommended Fault-Detection Results Format

Method Accuracy (%) | Precision (%) | Recall (%) | Fl-score (%) | Detection Time (ms)
Rule-Based 86.4 84.7 82.9 83.8 185
ML-Based 91.7 90.8 89.6 90.2 142
DRL-Based 94.3 93.5 92.7 93.1 118
Proposed Agentic Al 97.2 96.6 95.8 96.2 91

9.2 Service Restoration Performance
Restoration performance is the principal evaluation
dimension of the proposed framework. Mean Time to
Recovery (MTTR) can be calculated as:

N
1
MTTR = N Z (trestore,i - tfault,i)
{i=1}

where N is the number of fault events, tguyiis the fault-
detection timestamp, and trestore; 1S the timestamp at
which the service returns to its required operating
condition.

Successful Recovery Rate (SRR) can be expressed as:

N Successful

SRR = x 100

Total

10. Discussion

10.1 Performance of Agentic Recovery

The expected advantage of the proposed architecture
is not simply a reduction in fault-detection time. Its
main contribution is the integration of detection,
diagnosis, reasoning, action selection, and
verification. A conventional rule-based system may
react rapidly when a known failure matches a
predefined condition but may perform poorly when

ijjaicn.com

several conditions overlap. The agentic framework is
designed to consider the wider network state and
service requirements before selecting an action.
Recent autonomous-network research similarly
identifies self-healing as one of the core self-X
capabilities and increasingly combines Al, digital
twins, telemetry, and autonomous agents for network
management.

Scalability and Computational Trade-Off

Agentic reasoning introduces additional
computational requirements compared with simple
threshold-based recovery. Consequently, the proposed
architecture should not assume that every decision
must be performed by a large model at a centralized
cloud location.

A practical deployment can distribute functions
between edge and cloud. Fast anomaly detection can
operate near the network edge, while computationally
intensive diagnosis or policy reasoning can be
performed at a higher-level orchestration platform.
This hierarchical arrangement can reduce decision
latency while retaining the reasoning capability of the
agent.

11. Comparative Analysis
The proposed architecture should be compared with
existing network-management approaches across
several dimensions.

12
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Table 3. Comparative Evaluation Framework

Parameter Rule-Based ML-Based | DRL-Based Proposed Agentic Al
Fault detection High for known faults | High High High
Contextual reasoning | Low Moderate | Moderate High
Multi-step planning Low Low Moderate High
Adaptation Low Moderate | High High
Explainability High Moderate Low—Moderate Moderate—High
Policy enforcement High High Requires integration | Native design
Multi-fault handling Limited Moderate | High High
Autonomous recovery | Limited Moderate | High High

Human intervention High Moderate | Low Low
Verification loop Limited Moderate | High High

12. Conclusion
This research proposes an Agentic Al-driven self-
healing framework for autonomous 6G service
restoration. The framework integrates network
telemetry, anomaly detection, root-cause analysis,
agentic reasoning, policy-constrained recovery
planning, programmable network control, and post-
recovery verification within a unified closed loop. The
resulting observe—detect—diagnose—reason—act—
verify—learn process is intended to move network
management beyond isolated Al optimization toward
autonomous service assurance.
The proposed methodology provides a basis for
quantitatively evaluating autonomous restoration
under single, multiple, and cascading network failures.
Rather than measuring only classification accuracy,
the study evaluates the complete service-restoration
process through restoration time, service availability,
successful recovery rate, latency, packet loss,
throughput, and resource utilization. This broader
evaluation is important because the ultimate objective
of self-healing is not merely to identify a fault but to
restore the affected service reliably and efficiently.
The proposed framework is therefore positioned as a
research architecture for future 6G autonomous
networks, while practical deployment would require
validation through realistic testbeds, standardized
network interfaces, security evaluation, and
operational-scale experimentation.

13. Limitations And Future Scope

Limitations

The main limitation of the proposed study is that
simulation cannot reproduce all characteristics of a
deployed 6G environment. Network traffic, mobility,
radio propagation, hardware failures, telemetry delays,
and operator policies may behave differently in
operational networks. Furthermore, agentic Al
introduces uncertainty in reasoning and requires
additional computational resources.

ijjaicn.com

The availability of realistic labelled fault datasets is
another limitation. Synthetic fault injection can
provide controlled experimental conditions but may
not represent every failure pattern observed in
operational networks.

Future Scope

Future work can investigate multi-agent cooperation,
graph neural networks for topology-aware diagnosis,
network digital twins for safe action testing, federated
learning for distributed intelligence, and hardware-in-
the-loop experimentation.

An important future direction is the integration of
agentic Al with O-RAN intelligent controllers and
network digital twins. Recent research already
demonstrates increasing interest in agentic O-RAN
intelligence, intent-driven control, and digital-twin-
based autonomous management.

Future studies should also investigate explainable
recovery decisions, secure agent-to-agent
communication, adversarial fault scenarios, energy-
aware recovery, and large-scale multi-domain service
restoration.
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